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I H T Aave V2 IS ORI KRR RE A LIIRICHS, FfT (PeckShield) F ST FAG
TR REAER L 2 WA, R RS BRSO SO HTE SO — SR R R,
F EARRGR M TR ECE R B R T . TS RE . Aave V2 HHTRRAH )
PR AN RE LA B RS 8] « RSO BT 45 RS T A A A -

1.1 =T Aave V2

Aave SE—TEFOMLHHERRE R T TSN, AP LUENGERAEERASE . HFHAN
TR AR s DUREB SN, T A AT ALY GRAMEH) AR (RRFmshis
H) ARBIHCIR A0 T SFATIE R - Aave V2 AR T VI i) — e LR TR (f
U, SUVF AToken PRI LM, TAIML T HEARZEN, (T fuzzer FIEMLAGSE TR HT) | 1448
T ESNIThRE, Fldn, S ARHL - R RL S FIARG

Aave V2 FIEEAFRWT:

£ 1.1: Aave V2 HEKEE

R1777 | Aave
‘B 7ML | https://aave.com/
KA | IRDIERE ALY
P& | Solidity
it 7% | HE
BTS2 A] | December 3, 2020

BRoR, FATRM TR E IO Git GFERERE, FBE TS R AE. T
B, Aave V2 BUER PRI EIRED, REAMRESFFNE RN, o5 —
MESINEZR O, EREAIRETTE IR  XF A O AR E TR -

e https://github.com/aave/protocol-v2.git (f756f44)
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RXASRER T ETA R 5 #5 3G A (E:

e https://github.com/aave/protocol-v2.git (7509203)

1.2 *TF PeckShield

PeckShield (JKJ&) 2 Il 1] 4 BR AL A TH SR X B BE 22 4 BIBA , DASR T [X 8RB AR B A Y %2
e BRI AT AN B, i A AT SR g - SR A ST e K
T3 AE B todaylm IR, DL IR AH 5% A 2 4 i R 5 2R 0 Ak 55 55 07 20 A5 B A X R AR5 %
M2 2 g - AT LLE S T IIEK R T NERLE FAT: Telegram (https://t.me/peckshield), Twitter
(http://twitter.com/peckshield), 57 Email (contact@peckshield.com).

* 1.2 WRfEEESR

18]
g
»

£
1.3 Fi

TR FIFREAL, FATHAE OWASP RS T4l /7% [14] € LR FIARE:
o FIHENE FORIEAHERE WU 15 A BRANA A B AT RENE
o MNIH EE T (FIFZIRRK)) — RIS AT olE AR R
o EEM ERZIFFAIEENTERE;

AIREVERIRC M N & B N =AY & AR . EFEEFRERRmAHE, 2h
AR RE. e e JKE, w%12%f

T VEREREE, BABKE T — MBI AESR, SO EHSRTEREE . S TE -1
RBEIH, WRIANTH TR ZIERR, 2% a0 TZ 0 H SO % &
e S TAEHEA IR IR, FATARES I —PERNTAE AN FEE % a2, Fisfrl
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* 1.3 HiTHH SRR

RA

Basic Coding Bugs

RETIH

Constructor Mismatch

Ownership Takeover

Redundant Fallback Function

Overflows & Underflows

Reentrancy

Money-Giving Bug

Blackhole

Unauthorized Self-Destruct

Revert DoS

Unchecked External Call

Gasless Send

Send Instead Of Transfer

Costly Loop

(Unsafe) Use Of Untrusted Libraries

(Unsafe) Use Of Predictable Variables

Transaction Ordering Dependence

Deprecated Uses

Semantic Consistency Checks

Semantic Consistency Checks

Advanced DeFi Scrutiny

Business Logics Review

Functionality Checks

Authentication Management

Access Control & Authorization

Oracle Security

Digital Asset Escrow

Kill-Switch Mechanism

Operation Trails & Event Generation

ERC20 Idiosyncrasies Handling

Frontend-Contract Integration

Deployment Consistency

Holistic Risk Management

Additional Recommendations

Avoiding Use of Variadic Byte Array

Using Fixed Compiler Version

Making Visibility Level Explicit

Making Type Inference Explicit

Adhering To Function Declaration Strictly

Following Other Best Practices
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HAREL R - WRELEME, BINSFIMIE— PoC KIEMIRIFF A ATHENE - B
HURE I H SRR 1.3 FioR
Bpkid, BTN T

o EAYRIEER: BANTESCHBN T HRER ST ERES T4 € 8 LN C MRS
R, WEFHERIE (BINEERIA) TRELXIKIBTE R .

o ENHUMERE: KRN FeeE NI ERESNNIZH, 5 8PP RRRIET
LB -

o BTN DeFi MhF5ZHAL I TERE: JATFHA—PHEEWFZZE, BERGHRE, HXt
DeFi #HK 77 HISHATFAIRQE, LAUAINAT AEAOTRIR ECEE % -

o FRAMEEI: BA T N Esd Bk A0 9w e S5 B A B4R (T 5k T/ e & LV Gm L A0 T & YO M

N T B IR AT R AN B A, BT A IiE 1 Common Weakness Enumera-
tion (CWE-699) [13] #1T43K, X — 1 HIX & REIFERIERIIZ 2R, DR 14 [ 5250
EFF & P2 B B R R R FIH SR G - B IR CWE-699 F A — LR AR RES B RES
KTk, ERAFEHE 1.4 F6 CWE RN EAT L AT -

1.4 HiHEH

HERZHEIRE H A RIERES LI Aave V2 FER— V)L 2w, RIVEAELE R ABERIELE
RFASLZIFHI L EFE . BN — NN BIRE ISR AR A2, HMAER R 1
SEHTE T AN AT BRI S BT RIARAE & BT SRR S IR Z 2t - B L ISR,
THEE RN BT AT BB
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#* 1.4 EARXEITH AR Common Weakness Enumeration (CWE) 4328

el

Configuration

=g

ICh-H
Weaknesses in this category are typically introduced during
the configuration of the software.

Data Processing Issues

Weaknesses in this category are typically found in functional-
ity that processes data.

Numeric Errors

Weaknesses in this category are related to improper calcula-
tion or conversion of numbers.

Security Features

Weaknesses in this category are concerned with topics like
authentication, access control, confidentiality, cryptography,
and privilege management. (Software security is not security
software.)

Time and State

Weaknesses in this category are related to the improper man-
agement of time and state in an environment that supports
simultaneous or near-simultaneous computation by multiple
systems, processes, or threads.

Error Conditions,
Return Values,
Status Codes

Weaknesses in this category include weaknesses that occur if
a function does not generate the correct return/status code,
or if the application does not handle all possible return/status
codes that could be generated by a function.

Resource Management

Weaknesses in this category are related to improper manage-
ment of system resources.

Behavioral Issues

Weaknesses in this category are related to unexpected behav-
iors from code that an application uses.

Business Logic

Weaknesses in this category identify some of the underlying
problems that commonly allow attackers to manipulate the
business logic of an application. Errors in business logic can
be devastating to an entire application.

Initialization and Cleanup

Weaknesses in this category occur in behaviors that are used
for initialization and breakdown.

Arguments and Parameters

Weaknesses in this category are related to improper use of
arguments or parameters within function calls.

Expression Issues

Weaknesses in this category are related to incorrectly written
expressions within code.

Coding Practices

Weaknesses in this category are related to coding practices
that are deemed unsafe and increase the chances that an ex-
ploitable vulnerability will be present in the application. They
may not directly introduce a vulnerability, but indicate the
product has not been carefully developed or maintained.
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2 | iR

2.1 B4

PURSZHAT M Aave V2 SKBLERIGHIETHEE - ERITHIS B, BATHIE T B S LIRIIRMR
i, FAEREE LZTRNTR AR SRS . XERHREFHSRA CMgmiEiEx,
RIEFIIIE (BINEEIA) ZTREPRERFRE . FATE—PFohHE TS EE, Ba T
RYHRIE, FXF DeFi MRTTEIATFAEE, LUZIATBERIIRIRANER IR -

Severity # of Findings
FrE 1|

B 2| AN

GV 6| HNEEEN

&fe ¢/ AINNEEENERN

5% 5  HINEEN

At %

HANTELHE T —LBER L Hoh— e m 8 K B LLET I RESCR B8 BRI A& E oL, T
HAb @2 T LN ERZEFFEFRLE . Fit, WTFE— 0, JT#EETHTE
AR /SR AR Bl - ad it — BRI A NER e, BATEE T LA™ EREAF /R
AT EAR RGBT ELARE, XEREAE ERFT TR BEZHERF LT —/I
hHE], WA PERFEE SRR 3 EH 2.
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2.2 KERI

ARG, XA AR BOT M SRR AR R I, RV AT DUE G AR R BT E AR (40
21 PoR) RE—DEuE, EREET 1 ATERRRE . 2 SR ERRR . 6 M ERE
i~ 8 M E IR 5 .

BT _EaRRESN, BTSN T AR I8 1] FH P B R R AR S5, 8 SL B2 1 KB 2 A AL A A
HIEN SRR H EIEA, X AR AL MER B AT « MBS HIAL I RO £ R
EARP—ZITIRES) - EILEE 3 & -
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% 2.1 Hit Aave V2 KA

PVE-001 | Z% | registerAddressesProvider() HA] 2033 )5 | Coding Practices | C{EE
BHERE

PVE-002 | {&f& | delegateBorrowAllowance() #1 borrow() #J | Time and State | CHAIA
EEiktin

PVE-003 | /& | wd4eld /25U A —EUE Business Logic | LAk

PVE-004 | {&f& | repay() ZHMARILALIL Coding Practices | C.IEE

PVE-005 | Hf& | JRIE transferFrom() iR [E/{H Coding Practices | E.1ZE

PVE-006 | 1&f& | SE3R)5 PR RV HAEE T Numeric Errors | CAEE

PVE-007 | {&f& | Hu#tf) STABLE BORROWING MASK Numeric Errors | EfBE

PVE-008 | 1&f& | AToken FHANVERAF Burn {4 Business Logic | EfBE

PVE-009 | % | 54 (Reserve) #1 AToken HJHT/™—%( | Time and State | CIEE
L2

PVE-010 | F/& | MEHRAIFEMIT & Business Logic | E{28

PVE-011 | /& | updatelnterestRates() 7t DebtToken I{ZFHi] | Business Logic | C/EE
Tk B B T

PVE-012 | =/& | updatelnterestRates() /£ AToken ®#i/51 | Business Logic | CIEE
IRF BT

PVE-013 | Z% | it UREAISEELA) A —ER Coding Practices | E/ZE

PVE-014 | % | BERAEFEHIIRE Coding Practices | EfZE

PVE-015 JUE JE X LendingPool FAVFR] (allowance) Business Logic SEE
ERET ALIRERA T REE AT iR

PVE-016 | Hf& | validateWithdraw() F o] 2t 0l 552 55 Business Logic | ©fZE

PVE-017 | &% | e RSB P Bk (event) Business Logic | D&
AR

PVE-018 | {&f& | _updatelndexes() FHIPEREILIL Coding Practices | &

PVE-019 | 1&f& | ¥FXF healthFactor HIi1% FH 5l #)~—EU4k | Coding Practices | CIEE
i

PVE-020 | /& | _mintToTreasury() A~ /£ fff B previ- | Business Logic | BAEE
ousStableDebt 1%

PVE-021 | /& | BECTTHE AT (% StableBorrowRate Time and State | 2AfIA

PVE-022 | Ff& | # % 17 A9 LIQUIDATION CLOSE FAC- | Business Logic | EfBE
TOR_PERCENT PRl
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62
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Public

3 | RWESRFERE

3.1 registerAddressesProvider() HJR] 0 I EBERE

e |ID: PVE-001 ° E*/]—? LendingPoolAddressesProviderRegistry
o BFM: 2%
o ATHENE: N/A e KJl: Coding Practices [10]
o FMAFT: N/A e CWE F£: CWE-1041 [3]
TR

Aave V2 SEHRT —MEHRACZERY, EEEMEA AT A Al iR -

T TR ZER) . Aave V2 H —1 4% 7 LendingPoolAddressesProviderRegistry Hi& %Y,
HE & TIHRM IR EEE TSR - B AR (I E #AET T — 1 AR, FRIRE Aave
V2 FONEIEAF S RTSEE -

TESTHT LendingPoolAddressesProviderRegistry HIITAEH , FANEREIEH — 1Rl A 4t
BREL, Bl registeraddressesProvider() o iX 1 RRENHBEH AR FTEE A, 4B, ER
VFEM— bR 4 - B EFEM AR I E EE — MR 19, FHTIRAEME— .

/ **
* Q@dev adds a lending pool to the list of registered lending pools
* @param provider the pool address to be registered
* % /
function registerAddressesProvider(address provider, uint256 id) external override
onlyOwner {
__addressesProviders[provider] = id;
_addToAddressesProvidersList (provider);
emit AddressesProviderRegistered (provider);

¥

VEX:

* Q@dev removes a lending pool from the list of registered lending pools

* Q@param provider the pool address to be unregistered

* %/

function unregisterAddressesProvider (address provider) external override onlyOwner {
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68
69
70

52
53
54
55
56

57
58
59
60
61

63
64
65
66
67
68
69
70
71

Public

require( addressesProviders[provider] > 0, Errors.PROVIDER NOT REGISTERED) ;
__addressesProviders[provider] = 0;
emit AddressesProviderUnregistered (provider);

¥

Listing 3.1: LendingPoolAddressesProviderRegistry . sol

R EBOHEM ISR AR, MMM o SWHEHMEER 0, AT X—5/, RFE

Z’fregisterAddressesProvider() EPJ&%?@?&I‘E@%%T&*@%, Uﬁﬁﬂ%i‘ﬁa‘é% id Z:%ﬂ: 0o

WFTTHE N TEERNCEMN AR SEZ T ORAE KA 14 > o, B0

VEX:
* @dev adds a lending pool to the list of registered lending pools
* Q@param provider the pool address to be registered
* % /
function registerAddressesProvider(address provider, uint256 id) external override
onlyOwner {
require(id !=0, Errors.PROVIDER NOT_ REGISTERED) ;
__addressesProviders[provider] = id;
_addToAddressesProvidersList (provider);
emit AddressesProviderRegistered (provider);

¥

VEX:

* @dev removes a lending pool from the list of registered lending pools

* Q@param provider the pool address to be unregistered

* % /

function unregisterAddressesProvider(address provider) external override onlyOwner {
require( addressesProviders|[provider] > 0, Errors.PROVIDER NOT REGISTERED) ;
__addressesProviders[provider] = 0;
emit AddressesProviderUnregistered(provider);

}

Listing 3.2:  LendingPoolAddressesProviderRegistry . sol ( revised )

RE XD C SIS 82 5 merge FHIER
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182

183
184
185
186
187
188
189
190
191
192
193
194
195

197
198
199

201
202

203
204
205
206

207
208

Public

3.2 delegateBorrowAllowance() fl borrow() B3 %544

e |D: PVE-002 ° E*/T? LendingPool
o JUEME: NE e KJl: Time and State [9]
o AIREME: 1K e CWE T2 CWE-362 [5]

o NI

R

LendingPool /& Aave V2 FFHI— %O G, K T ZMEIHDIAE . HhZ —mi2fmBrEH
éj{% (credit delegation> s E%ﬁ%ﬂ%ﬂ%F%%E@%&TE&W%E@?@FE’J%T%, Ejﬂﬂ [/;LIL#_
TR R - R B — X R R EOREIN, Bl delegateBorrowAllowance () I borrow()
o RTHAIVIR, R TR XA SRS ATS A B o delegateBorrowhllovance() BI%K
FF—EE FH PR IE R G5 BT R T U RSB (197 f7HY _borrowallovance) , T
4 PR A AHTE K vorrow() B, IZEREERFw R/ -

/ * %
* @dev Sets allowance to borrow on a certain type of debt asset for a certain user
address
* Q@param asset The underlying asset of the debt token
* Q@param user The user to give allowance to
* @param interestRateMode Type of debt: 1 for stable, 2 for variable
* @param amount Allowance amount to borrow
* %/
function delegateBorrowAllowance(
address asset ,
address user,
uint256 interestRateMode ,
uint256 amount
) external override {
__whenNotPaused () ;

address debtToken = reserves[asset].getDebtTokenAddress(interestRateMode);
__borrowAllowance [debtToken |[msg.sender ][ user] = amount
emit BorrowAllowanceDelegated (asset, msg.sender, user, interestRateMode, amount);
}
/ **

* Q@dev Allows users to borrow a specific amount of the reserve currency, provided
that the borrower

* already deposited enough collateral.

* @param asset the address of the reserve

* Q@param amount the amount to be borrowed

* Q@param interestRateMode the interest rate mode at which the user wants to borrow.
Can be 0 (STABLE) or 1 (VARIABLE)

* Q@param referralCode a referral code for integrators

* @param onBehalfOf address of the user who will receive the debt
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210
211
212
213
214
215
216
217
218

220
221

223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241

Public

* % /
function borrow (
address asset,
uint256 amount,
uint256 interestRateMode ,
uintl6 referralCode ,
address onBehalfOf
) external override {
__whenNotPaused () ;
Reservelogic.ReserveData storage reserve = _reserves[asset];

if (onBehalfOf != msg.sender) {
address debtToken = reserve.getDebtTokenAddress(interestRateMode);

__borrowAllowance [debtToken ][ onBehalfOf][msg

.sender] = borrowAllowance[debtToken][onBehalfOf][msg.sender].sub(
amount ,
Errors .BORROW ALLOWANCE ARE NOT ENOUGH

)
}

__executeBorrow (
ExecuteBorrowParams(

asset ,
msg . sender ,
onBehalfOf
amount,
interestRateMode ,
reserve .aTokenAddress,
referralCode ,
true

Listing 3.3:  LendingPool.sol

X B 2K (LT ERC20 FHAY approval() / tramsferFrom(O), 7 HH — MR MLMEH7HF
SRR 2] BRI, S PATER Z AR borrowallowance fEFANE (ML 10
pa) B> (2] 1pa1) - P ATRESEEIZHIHLMER) borrowhllowance (10 A1) , IRJ5 A
HME B WAL E BT AR (1 pax) o IXHUFTRE T 7 R A 080 B PR B AE F AU O B A
AR A EEZ M h T IEFHLEE _borrowallowance, M FFE— T EEIIZE TT
% HEJF' A LA increaseBorrowApproval() A decreaseBorrowApproval () l%[é&, ﬁ%%ﬂ:éﬁ i
delegateBorrowAllowance() PREL .

WHETE NI R E increaseBorrowApproval () Fl decreaseBorrowApproval()
R IR, ZBEIF 5 S SRR AT BE A R AW, FATHIA N PREFINIRE & BEAY -

:Iklju?\ ﬁﬁl'ﬂ@ﬁ%@ﬁﬁﬁ\o Ean approval() /transferFrom() —*$, ﬁ/ﬁﬁ?ﬁﬁ?ﬁ‘]ﬁﬁﬁ@]\
1 o FEA FIBARE R OR BLF FF 4 35 00 A 28 R 2 R R -
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93
94
95
96

97
98
99
100
101
102
103
104
105

107

109

111
112

114
115
116
117

119

Public

3.3 EYEtE/ZEATH A B

e |ID: PVE-003 [ ] E*ﬂ? LendingPool
o EME: UE e KJl: Business Logic [11]
o AIAEME: 1K e CWE F3%: CWE-841 [8]

2R S

ik

f£ Aave V2 H', LendingPool SN BIT A G E A AL EMEZAL - FHE—TMADH
B, depositO, HEZ BN, HHHEMRA aToken RAFIFHNIEME TP AIHEL . 25K,
ZEVSEI T RSB REL, DURF B A B H Aave V2o JXERBE P ERS BREHOSIT o #HR
PrifE ERC20 AU AUPRE T R G2 RIPNER B 7= AR 5 1 A\ ERC20 fUT &2 P2 HYSE
Rt R — 2

VEX:
* @dev deposits The underlying asset into the reserve. A corresponding amount of the
overlying asset (aTokens)
* is minted.
* @param asset the address of the reserve
* @param amount the amount to be deposited
* Q@param referralCode integrators are assigned a referral code and can potentially
receive rewards.
* %/
function deposit(
address asset ,
uint256 amount,
address onBehalfOf,
uintl6 referralCode
) external override {
_whenNotPaused () ;

Reservelogic.ReserveData storage reserve = reserves[asset];
ValidationLogic.validateDeposit(reserve, amount);
address aToken = reserve.aTokenAddress;

reserve.updateState();
reserve.updatelnterestRates(asset, aToken, amount, 0);

bool isFirstDeposit =
if (isFirstDeposit) {
_usersConfig[onBehalfOf].setUsingAsCollateral(reserve.id, true);

IAToken(aToken).balanceOf(onBehalfOf) = 0;

3

IAToken(aToken).mint(onBehalfOf, amount, reserve.liquiditylndex);
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122

124
125

Public

//transfer to the aToken contract

IERC20( asset).safeTransferFrom (msg.sender, aToken, amount);

emit Deposit(asset, msg.sender, onBehalfOf, amount, referralCode);

¥

Listing 3.4: LendingPool.sol

SR, F7AE—4 ERC20 R A RES NI H ERC20 A A TR L EH] o X LR T A —FhR A
FAYEYE (deflanationary) X, EXE—IX transfer() B transferFrom() WHX—ERIFEH;
F—FRBZEZE (rebasing) 1, W YAM. Ht, XAJRENFF X LB 5 R ECE J5 1Y
BRI - Haidve, ERERAE, W deposit(), TELLERNELH LR AMIMER ERC20 UM & 4NT,
ARESSIABINIREIAN—E . —MARERRBIE S ER BB R Z Az FitEE
FRARA o HAEYL, BATATFEME transfer) 3 transterfrom() HINEESEE RS FEH L
it , M2 T EMIRTE transfer) B, transferFrom() B /5 1t A 38 ol v/ 1) & B2 147 & T
1), FEERMNTBRIERTEF—B . BRXWEIMNIKRESETRBIMNY gas (HHE, HEITAAE
IR2DER), DUCE B EME R AT, WRFFHENRLER . H— D REE
HYE RVFIEA Aave V2 FEATE BT ERC20 A1 - BESE F, Aave V2 TRSCHREW A AU AT AT LA
AT o FIRE, AR ATRESEESINLE], AT LA R A e e

WFEFE R R ERESFREEENRT, WFHEAEHH transter O / transferfFrom()
HE R R, DARICIK S HUER « IXMSCRFAIRER T RO gas AUAS . 7351, HICHE,
FLRMATREE R A SIS - R, ENTARER — MR R, ATRLESF TR R e 12
POBAEIEICT o — TSR IZ R A uspT

RE XA R C LI Z BTN - BT LIRS 57 IF A F5E /Y AToken, [AIILHFE
FIANRI Y AToken SR H AR AT LA AL AT

3.4 repay() ZHEIIR LML

e |D: PVE-004 o HFr: LendingPool
o JUHEME: RfE e Jl: Coding Practices [10]
o AIHEME: I e CWE FZ: CWE-1041 [3]

o ST AR

3%

LendingPool ‘B AVSKEL T EGTH B — A% L IhEE - HAFZ —{HJE repayO #IE, ATLAEILEFEA
HUER > B2 RR0155 « FEFH B repay O ZHAY, BNNEREIHHUTEHL AT LIt —H ot AT
PRI, BAE TR T repay KIS A B HAUTEBAAS R A, &I/

18/64 PeckShield Audit Report #: 2020-58



Public

ANBIBESSIRIL, RIFTHEER S B 28T paybackAmount FHUITTIE AR, B Ja BE BT BTt Y
FIRHFE AR ERE [ H] AToken HEY -

251 function repay (

252 address asset ,

253 uint256 amount,

254 uint256 rateMode,

255 address onBehalfOf

256 ) external override {

257 _ whenNotPaused () ;

259 ReservelLogic.ReserveData storage reserve = reserves[asset];

261 (uint256 stableDebt, uint256 variableDebt) = Helpers.getUserCurrentDebt(onBehalfOf,
reserve);

263 Reservelogic.InterestRateMode interestRateMode = Reservelogic.InterestRateMode(
rateMode) ;

265 //default to max amount

266 uint256 paybackAmount = interestRateMode = Reservelogic.InterestRateMode.STABLE

267 ? stableDebt

268 : variableDebt;

270 if (amount != type(uint256).max & & amount < paybackAmount) {

271 paybackAmount = amount;

272 3

274 ValidationLogic.validateRepay (

275 reserve ,

276 amount ,

277 interestRateMode ,

278 onBehalfOf ,

279 stableDebt ,

280 variableDebt

281 )

283 reserve.updateState();

285 //burns an equivalent amount of debt tokens

286 if (interestRateMode = Reservelogic.InterestRateMode .STABLE) {

287 IStableDebtToken(reserve .stableDebtTokenAddress).burn(onBehalfOf, paybackAmount);

288 } else {

289 IVariableDebtToken(reserve.variableDebtTokenAddress).burn(

290 onBehalfOf

291 paybackAmount,

292 reserve.variableBorrowlndex

293 )

294 }

296 address aToken = reserve.aTokenAddress;

297 reserve.updatelnterestRates(asset, aToken, paybackAmount, 0);
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299
300
301

303

305
306

251
252
253
254
255
256
257

259

261

263

265
266
267
268

270

272
273
274
275
276
277

Public

if (stableDebt.add(variableDebt).sub(paybackAmount) = 0) {
_usersConfig[onBehalfOf].setBorrowing (reserve.id, false);

}

IERC20( asset).safeTransferFrom (msg.sender, aToken, paybackAmount);

emit Repay(asset, onBehalfOf, msg.sender, paybackAmount);

Listing 3.5:  LendingPool.sol

PeeFn paybackAmount It E (270 17 — 272 17) H X - if (amount != type (uint256) .max
& amount < paybackAmount)paybackAmount = amount o amount !'= type(uint256).max 2% /F PR T
I, BT E A DL & 4N if (amount < paybackAmount)paybackAmount = amounto PR I 2
G, Aave V2 FRE T — R F A0 HE B R BRI IE — X O BIERIA E S, B depositO),
withdraw(), borrow(), repay() SR repay () W %%ﬂ%ﬁﬁ?ﬁﬁ‘validateRepay() 7= .
BRI, validateRepay() HHEL S HIERINN L KENSEL (274 17 — 281 17), MM iZ2&
paybackAmount (266 17 — 272 17) -

}ﬁﬁﬁ{f ﬂ%ﬁ& repay () E’U@?ﬁﬁﬂ—l‘_ﬁﬁﬂ?

function repay (
address asset ,
uint256 amount,
uint256 rateMode,
address onBehalfOf

) external override {
__whenNotPaused () ;

Reservelogic.ReserveData storage reserve = _reserves[asset];

(uint256 stableDebt, uint256 variableDebt) = Helpers.getUserCurrentDebt(onBehalfOf,

reserve);

ReservelLogic.InterestRateMode interestRateMode = Reservelogic.InterestRateMode (
rateMode) ;

//default to max amount
uint256 paybackAmount = interestRateMode == Reservelogic.InterestRateMode .STABLE
? stableDebt
variableDebt;

if (amount < paybackAmount) {paybackAmount = amount; }

ValidationLogic.validateRepay (
reserve ,
paybackAmount,
interestRateMode ,
onBehalfOf ,
stableDebt ,
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278
279

281

283
284
285
286
287
288
289
290
291
292

294
295

297
298
299
301

303
304

Public

variableDebt

DE
reserve .updateState () ;

//burns an equivalent amount of debt tokens
if (interestRateMode == Reservelogic.InterestRateMode .STABLE) {
IStableDebtToken(reserve .stableDebtTokenAddress).burn(onBehalfOf, paybackAmount);

} else {
IVariableDebtToken(reserve.variableDebtTokenAddress).burn(

onBehalfOf
paybackAmount,
reserve .variableBorrowlndex

)
}

address aToken = reserve.aTokenAddress;

reserve.updatelnterestRates(asset, aToken, paybackAmount, 0);

if (stableDebt.add(variableDebt).sub(paybackAmount) = 0) {
_usersConfig[onBehalfOf].setBorrowing (reserve.id, false);

}

IERC20( asset).safeTransferFrom (msg.sender, aToken, paybackAmount);

emit Repay(asset, onBehalfOf, msg.sender, paybackAmount);

Listing 3.6: LendingPool.sol

RE XA & AT 82 5 merge THEIES -

3.5 %iE transferFrom() 1X[E{H

e ID: PVE-005 o HFF: LendingPool

o JREME: 1B e K5l Coding Practices [10]
o HIREME: H e CWE FZ: CWE-1041 [3]
o NS H

3%

LendingPool ‘& 2\ HSEHIA A — MEL L INRER BN LT ThGE - ZIIREARFRIREAF TR, AT
RS - RIS . BERFITEE - it — PR T RHRRARRRE, LFE Aave FHF
SEFA G OF & BT 18 TR BRI EARIRED) - T, ®AET
TR T flashLoanO) HIMHE A B« 31X B AR A Rl B AR « 28 — i zUR o) B b 4
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574
575
576
577
578
579
580
581
582
583
584

586

588

590

592

594

596
597

599
600

602

604
605

607
608

609

611
612
613

614
615
616
617
618
619

Public

F—AZE, RIETTHEARERIAT ZAiRR, BN EonXENETIEEEIFLE; 28
TSGR ARG R I B BT, (BISUX DU L AR AR Y

function flashLoan(

address receiverAddress ,

address asset ,

uint256 amount,

uint256 mode,

bytes calldata params,

uintlé referralCode

external override {

__whenNotPaused () ;

Reservelogic.ReserveData storage reserve = _reserves[asset];
FlashLoanLocalVars memory vars;

vars.aTokenAddress = reserve.aTokenAddress;

vars.premium = amount.mul (FLASHLOAN PREMIUM TOTAL) . div (10000);
ValidationLogic.validateFlashloan (mode, vars.premium);
Reservelogic.InterestRateMode debtMode = Reservelogic.InterestRateMode (mode);
vars.receiver = |FlashLoanReceiver(receiverAddress);

//transfer funds to the receiver

IAToken(vars.aTokenAddress).transferUnderlyingTo(receiverAddress , amount);

//execute action of the receiver

vars.receiver .executeOperation(asset, amount, vars.premium, params);
vars.amountPlusPremium = amount.add(vars.premium);
if (debtMode = Reservelogic.InterestRateMode .NONE) {

IERC20( asset).transferFrom(receiverAddress , vars.aTokenAddress, vars.

amountPlusPremium) ;

reserve .updateState();

reserve.cumulateToLiquiditylndex (IERC20(vars.aTokenAddress).totalSupply (), vars.

premium) ;
reserve.updatelnterestRates(asset, vars.aTokenAddress, vars.premium, 0);

emit FlashLoan(receiverAddress , asset, amount, vars.premium, referralCode);
} else {

// If the transfer didn’t succeed, the receiver either didn’t return the funds,
didn’t approve the transfer.

__executeBorrow (

ExecuteBorrowParams(

asset ,
msg . sender ,
msg . sender ,

vars .amountPlusPremium ,

or
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620
621
622
623
624
625
626
627

119

Public

mode
vars.aTokenAddress ,
referralCode ,

false

Listing 3.7: LendingPool.sol

FEH T — MR, TATEES, S NEEHEBIAMER AN, E# safeTranster()
(AToken A A HIEE 245 17) IEFFACEE, Z2HIUE TIREE . AW, BNBEEELER
B — IR E I, 7E transterFrom() ZMERMT HARIGUEIRENE - 8 T B IFHIEN S5 ERC20
R BN TR SE B BY A8 il 4 5% O & AR IR 0L, AR ZU 31 openzeppelin HY% 42 Wt S )
safeTransferFrom() 4 # transferFrom() o iX/I> A& T LendingPoo1CollateralManager H1f}H:

R R R IRKIRAE -

?&ﬁﬁ& *é*ﬁ%ﬁﬁ'ﬁﬁq transferFrom() ﬁg OpenZeppelin T;%@EE’\B%%E‘] safeTransferFrom() o ;é
ﬂ){ﬂﬁ, %?@K%éﬁ/‘] transfer() / safeTransfer() o

RE XA R 222 86 T & HEIRABRIN, B 7E s6 5 merge FEE L transferFrom() N

safeTransferFrom() o

3.6 JLIIEBRATORHIAE IR IR T

e |ID: PVE-006 ° 57]:/]1\ DefaultReservelnterestRateStrategy
o JREE: KT e K5/: Numeric Errors [12]
o AIHEME: H e CWE F2&: CWE-190 [4]

o FMHT): R

Eiip

SafeMath f&— M 12 Solidity £t2#E, Haxit HAUE N TEMH wincose B, 1@EPiLE
W DL B 1) s B T i R SR — N R 2 B RRE o BINEHSE ] DARE (b F WL A ¥ H
[A]#, {H Solidity k= ¥ S HCFFAI e 7| A FH— MU BRI I8 K EmK - AT
B BATRFR — A AT RERAE B R AR, BIRTIRE (mu) FIERTE (aiv) Z5& I AIANIFIIT
JFo R, FATLL calculateInterestRates() (7E DefaultReserveInterestRateStrategy = 2YH)
FB o XA REHTITER TS EFMAER AT AR R, TRk B E Rl 27
o

function calculatelnterestRates(
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120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135

137

139
140
141
142

144
145
146

148

149

151
152

153
154

156

157
158

160

161
162
163
164
165
166
167

Public

address reserve ,

uint256 availableLiquidity ,
uint256 totalStableDebt ,

uint256 totalVariableDebt ,
uint256 averageStableBorrowRate ,
uint256 reserveFactor

external
override
view
returns (
uint256 ,
uint256 ,
uint256

CalclnterestRatesLocalVars memory vars;

vars.totalBorrows = totalStableDebt.add(totalVariableDebt);
vars.currentVariableBorrowRate = 0;
vars.currentStableBorrowRate = 0;
vars.currentlLiquidityRate = 0;

uint256 utilizationRate = vars.totalBorrows = 0
70
vars.totalBorrows.rayDiv(availableLiquidity.add(vars.totalBorrows));

vars.currentStableBorrowRate = ILendingRateOracle(addressesProvider.
getLendingRateOracle())
.getMarketBorrowRate(reserve);

if (utilizationRate > OPTIMAL_UTILIZATION RATE) {
uint256 excessUtilizationRateRatio = utilizationRate .sub(OPTIMAL_ UTILIZATION RATE)
.rayDiv (
EXCESS UTILIZATION RATE

DE
vars.currentStableBorrowRate = vars.currentStableBorrowRate.add( _stableRateSlopel)
.add (
_stableRateSlope2.rayMul(excessUtilizationRateRatio)
DE
vars.currentVariableBorrowRate = baseVariableBorrowRate.add( variableRateSlopel).
add (
__variableRateSlope2.rayMul(excessUtilizationRateRatio)
DE
} else {
vars.currentStableBorrowRate = vars.currentStableBorrowRate.add(
__stableRateSlopel .rayMul(utilizationRate.rayDiv(OPTIMAL UTILIZATION RATE))
)
vars.currentVariableBorrowRate = baseVariableBorrowRate.add(
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Public

168 utilizationRate .rayDiv(OPTIMAL UTILIZATION RATE).rayMul( variableRateSlopel)
169 )

170 }

172 vars.currentlLiquidityRate = getOverallBorrowRate(

173 totalStableDebt ,

174 totalVariableDebt ,

175 vars.currentVariableBorrowRate ,

176 averageStableBorrowRate

177 )

178 .rayMul(utilizationRate)

179 .percentMul (PercentageMath .PERCENTAGE FACTOR.sub(reserveFactor));
181 return (vars.currentliquidityRate , vars.currentStableBorrowRate, vars.

currentVariableBorrowRate);

182 }
Listing 3.8: DefaultReservelnterestRateStrategy . sol
&T]—JE‘%L\@J currentVariableBorrowRate E/‘Ji—l‘/ﬁ </5‘:|§ 167-169 ﬁ?) 75&?'J%V£$D%?£E@¥E/ﬁ\ﬁ
,ﬁo ﬁT%T%*%TE, E%Q%%l*ﬁ%ﬁiﬁﬁ‘ﬁl@%/f, E]]baseVariableBorrowRate.add(utilisationRate

.rayMul (_variableRateSlopel) .rayDiv(OPTIMAL_UTILIZATION_RATE))) - [A/FEHY, LendingPoolCollateralManager
A7) (%5841T) FF calculateAvailableCollateralToLiquidate() HTTE AT LAFATHIN HEE . 1E

BB TS AR IR R AT R A — MR/ DR, (BRI R —E A RS, BERREEZR K
HEMER o FATROZ R AT GEH ke ks 2k -

T BEC AT BRI AT RERIRE K -
RE X R C ST X A FIAFE BAE 82 7 88 5 merge FHES -

3.7 XG#K STABLE BORROWING MASK

e |ID: PVE-007 e HIT: ReserveConfiguration
o TEME: KT e KJl: Coding Practices [10]
o FIHEME: o CWE F2: CWE-1041 [3]

o RN i

ik
N T IEm gas W AHRCEME AT BYE, Aave V2 FIAT — MM MHEEFEEE I E

(reserve configuration) o LEREHYE LUIT:
BRIV, ZNHIS A KN 256 L, 437 11 BX: LTV, Liquidation Threshold, Liquidation

Bonus, Decimal, isActive, isFreezed, Bororowing Enabled, Stable Bororowing Enabled, Reserved, Reserve
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Public

Borrowing
enabled

stable isActive
borrowing] | isFreezed l

enaIled

80 64 59 58 57 56 55 47 31 15
Reserve Liq Liq
factor | | | | | IDeclmals Bonus thresh01d| LTV |

i
Bit Reserved
255

| Unused

Bit 0

3.1: The Reserve Configuration Bitmask in Aave V2

Factor, Tl Unused o LA L&BI G 16 A7~ 16 fii~ 16 fii~ 8 fii~ 1 i~ 147~ 1~ 1~ 5
fii 16 NLAN 175 L -

15 library ReserveConfiguration {

16 uint256 constant LTV _MASK = OxFFFFFFFFFFFFFFFFO0000;

17 uint256 constant LIQUIDATION THRESHOLD MASK = OxFFFFFFFFFFFFOO00FFFF ;

18 uint256 constant LIQUIDATION BONUS MASK = OxFFFFFFFOOOOFFFFFFFF;

19 uint256 constant DECIMALS MASK = OxFFFFFFOOFFFFFFFFFFFF;

20 uint256 constant ACTIVE MASK = OxFFFFFEFFFFFFFFFFFFFF;

21 uint256 constant FROZEN MASK = OxFFFFFDFFFFFFFFFFFFFF;

22 uint256 constant BORROWING MASK = OxFFFFFBFFFFFFFFFFFFFF;

23 uint256 constant STABLE BORROWING MASK = OxFFFFO7FFFFFFFFFFFFFF;

24 uint256 constant RESERVE FACTOR MASK = OxFFFFFFFFFFFFFFFF;

25

26 }

Listing 3.9: ReserveConfiguration . sol

BATRE T B NEON IS, X2 STABLE_BORROWING_MASK=0xFFFFO7FFFFFFFFFFFFFF g 2
57 Hﬁtl%, mMAE 1. EE? Stable Bororowing Enabled FoRioY ] E@Kfl:ﬁﬁ%, Eﬁﬁ%%ﬂﬁ
0] getStableRateBorrowingEnabled()/setStableRateBorrowingEnabled() @éﬁ%ﬂ@?ﬁUTi‘ﬁ/—?KE‘] 4 ML

(RIEsx 4407 B BTRBUS ) Lo

194 /%%

195 * @dev enables or disables stable rate borrowing on the reserve

196 * @param self the reserve configuration

197 * Q@param enabled true if the stable rate borrowing needs to be enabled, false
otherwise

198 * %/

199 function setStableRateBorrowingEnabled (ReserveConfiguration.Map memory self , bool
enabled)

200 internal pure

201 {

202 self.data = (self.data & STABLE BORROWING MASK) | (uint256 (enabled ? 1 : 0) « 59);

203 }

204

205 /**

206 * @dev gets the stable rate borrowing state of the reserve

153 % FIBN B G B85 — 3 28] LIQUIDATION_BONUS_MASK FEHIEHEFRH T F. A5 . TNIZE
OxFFFFFFFFO000FFFFFFFF, TiA& OxFFFFFFFO000FFFFFFFF -
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207
208
209
210
211
212
213
214
215
216

93
94
95
96
97

Public

* @param self the reserve configuration

* Q@return the stable rate borrowing state

* %/

function getStableRateBorrowingEnabled (ReserveConfiguration.Map storage self)
internal

view
returns (bool)

{
return ((self.data & “STABLE_BORROWING MASK) » 59) != 0;

}

Listing 3.10:  ReserveConfiguration . sol

WETTE RKEDBATR S AL R B o
RE XD HELPTT L BN B 63 5 merge THKIES

3.8 AToken FAHEMF) Burn Hf

e ID: PVE-008 o HFR: AToken
o UEME: NE e KJl: Business Logic [11]
o AIAEME: MK e CWE F3: CWE-841 [g]

o M i

Eip

TELIRIEH, B (event) ANFAAEDHI—ERS, FEATIERKEFEALBITATH -

KRS B AR, B2 E RS EFEEAEL S BET, X H &7 DI
TRV FLIERESIFEN FHA M . —FRERE Dl 25 RE00 BN 1S5 E0L B E L
B o B—MENE Y M EEE  HRaEERE « ZE N, BATLL aToken ELINE - %4
L BEHHENE R HIT T . Bk, fCTILRY atoken AT LIHEHEIE « BRFLEIEHEL -

FERS B ML aToken 1T NAUEMRT, HANEREE| Burn H4E (55 111 17) B8 TAEFHMIEE. .

BRI, L FE W E LN envet Burn(address indexed from, address indexed target, uint256

value, uint256 index), B HWESE: HF— 1S trom FRPUTIEL M EFHERIER ML, 2B
ZABE target NEMEFIMIGHEN, TMH/G— 154 index FRBEEI L EF RS (reserve) HI
®ERG . MXTEHAET — MR fron (58, B NMNIZE nsg.sender» FHR, X EAT
from NIZ A user, Bl burn O E@%g/l\%ﬁ °

VEX:

* @dev burns the aTokens and sends the equivalent amount of underlying to the target.
* only lending pools can call this function

* @param amount the amount being burned

* %/
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98

99
100
101
102
103
104
105
106
107
108
109
110
111
112

Public

function burn(
address user ,
address receiverOfUnderlying ,
uint256 amount,
uint256 index

) external override onlyLendingPool {
__burn(user, amount.rayDiv(index));

//transfers the underlying to the target
IERC20 (UNDERLYING _ASSET ADDRESS) . safeTransfer (receiverOfUnderlying , amount);

//transfer event to track balances
emit Transfer(user, address(0), amount);
emit Burn(msg.sender, receiverOfUnderlying , amount, index);

Listing 3.11: AToken.sol

HWFEFE  EFMAN s B4, I HSHEIEEROSECLUE SR H S APREZE
o X TFoMER AT TEZARH R R -

RE XN EREEHTT X B A BAE 107 5 merge HHIES -

3.9 f#%4% (Reserve) #l1 AToken BT —31E

e |ID: PVE-009 ® E*/T—\ Reservelogic
o JTEM: 5% e RJl|: Business Logic [11]
o FIHEME: N/A o CWE FZ: CWE-841 [g]

o N/ N/A

3%

le:l 3.2 jrI"’Pﬁﬁjlz_k, LendingPool IE[IE Aave V2 EPE/UQ/I\*Z‘D/@/E\Z/U o LendingPool B@*Z‘D%ﬁ%%é‘z\
MM BT EEE — D E TR SCRrRIINE BT M RO o &, ARSI S & B e
SCR BN - & ST RN, B KPR AF R € B 7™ AToken - FI T H]
DI AR &, FiREMIMBe T ERMENDRENRTL . BR, IHHE"S
H AToken ZIAIFFAE—XF —HIBRST - SCRFRBE ™ M H HIGE & & Z A A7 A — X — B BRET «

B, fif % &M aToken 2 [B] FBRSTHH RN Z2 —Xf — 8« L, SRMHTHR —SERREHY
Y, X FERE & &t r] LUF S = T M R EE B B T AOAH N AToken WEATHIIAML - O T 1EAHHA,

FATE T HRR T H & SR WAL R (initReserve)) - WIIALRELT Z LD,

E]] asset ~ ATokenAddress ~ stableDebtAddress ~ variableDebtAddress FH interestRateStrategyAddress

- HIR, BB asset FEEHE NS E aTokenddress J& 1] FFEERM B 7 RFF— 2L . 1K TE
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Public

&, ATokenAddress H — P NBBASA] 25 [ A%, 1 27 & UNDERLYING_ASSET_ADDRESS - DAl , Ffi1A] LATR
#IHG{F asset F UNDERLYING_ASSET_ADDRESS 2 [H] B —(M4: -

803 /**

804 * @dev initializes a reserve

805 * Qparam asset the address of the reserve

806 * Q@param aTokenAddress the address of the overlying aToken contract

807 * Q@param interestRateStrategyAddress the address of the interest rate strategy
contract

808 * % /

809 function initReserve (

810 address asset ,

811 address aTokenAddress,

812 address stableDebtAddress ,

813 address variableDebtAddress ,

814 address interestRateStrategyAddress

815 ) external override {

816 _onlyLendingPoolConfigurator();

817 _reserves[asset].init(

818 aTokenAddress,

819 stableDebtAddress ,

820 variableDebtAddress ,

821 interestRateStrategyAddress

822 )

823 __addReserveTolList(asset);

824 }

Listing 3.12: LendingPool.sol

WFETIE FRGE S ST T X MY AToken 2 [A] F)—EUE

RE XN EWIT LZBAFINIF BAE s2 5 merge FHIEE - EEW LA T
LendingPoolConfigurator, +H' initReserve() PRIELINTE M AToken HAREU KT/, H7E AToken -
A] AR {57 55 4 R ARG RE {51 55 % WL 2 1AV B ORI 2 18 7 A 53 vt ik 9 B R - B B 80 S B %)
DebtTokenBase HJ—1~/N{Bf), LI{HEFE AToken 1l DebtToken Z [A]-4 PoOL F1 UNDERLYING_ASSET_ADDRESS
et — 1 EAED.
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116
117
118
119
120
121
122
123

125

127

129

131

133

135
136

Public

3.10 PHEFHMEMITE

e |D: PVE-010 o HFR: AToken
o UEME: FIE e KJl: Numeric Errors [12]
o HIHEME: = e CWE T CWE-190 [4]

o M i

ik
IEANFESE 3.6 TTHHREIN, sateMath &— D Z Y Solidity £12#%, EMBIT HMRSFF%
ENEEOEHE, PIIEAEMEH vintse B HEUH I B RIRT . B OREHASE AT DIRH . DL A i
A, 12 Solidity FFERZ F M EBCIRFAIRER FIA R — MU ERRBTR AR REEEIRK - FEATY
B, BATRR S — I SRBERRE R . BARY, Aave V2 LT vadrayvath [, E
0 vads (FEEEH 18 LAY THEHIED) M rays (KRN 27 GLA/NED $RME T FRIEFIPRIZ AL -
WR—DEARITERAE rays MAE wads EFEITH), BE 2505 BIREEH BY T RUDVE AL HOAS L5
Ko FERN—01F, BANETEERT raypivo BUHEFEL, BRI ray MR, 45RMNE0
NEEAT ) ray -

/ * %

* @dev divides two ray, rounding half up to the nearest ray

* @param a ray

* Q@param b ray

* Q@return the result of a/b, in ray

* % /

function rayDiv(uint256 a, uint256 b) internal pure returns (uint256) {
require(b != 0, Errors.DIVISION BY ZERO);

uint256 halfB = b / 2;

uint256 result = a x RAY;

require(result / RAY = a, Errors.MULTIPLICATION OVERFLOW);
result +4= halfB;

require(result >= halfB, Errors.ADDITION OVERFLOW) ;

return result / b;

Listing 3.13:  WadRayMath.sol

AT EDHEEIK, Aave V2 REUT RG], BIEH rays AT EFRMIEE (index) , T
fEFH wads KT EACTH RN EH - FATRIARE T X MROIPITIER, HEREHE 1K
#, B mintToTreasury () BTG . T IEEMGEEE, BATE THERT mintToTreasury ()
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Public

AL T IENER AR RKIZS LTS, AToken INERIREE T 4aHE. I, ¥ HE&HIN %1t
%) amount.rayDiv(index), IM A i& amount.div(index) o HRFAJIHIM, RHIAISCEL (55 134 17) &
JT X, P T HHRRIEE T AR . T wads F rays ZIAIF/NEGER N 9, HETHIEET
EAERN, A 1/ (10 * 9) FIFHEI%EE -

function mintToTreasury(uint256 amount, uint256 index) external override
onlyLendingPool {
__mint (RESERVE_ TREASURY ADDRESS, amount.div(index));

//transfer event to track balances
emit Transfer(address(0), RESERVE TREASURY_ ADDRESS, amount);
emit Mint (RESERVE TREASURY ADDRESS, amount, index);

Listing 3.14:  AToken.sol

jﬁﬁﬁ{% %?ﬁ& mintToTreasury () ':F'EI/‘] amount .div(index) ﬁﬂ amount .rayDiv(index) o

function mintToTreasury(uint256 amount, uint256 index) external override
onlyLendingPool {
_ mint (RESERVE_TREASURY ADDRESS, amount.rayDiv(index));

//transfer event to track balances
emit Transfer(address(0), RESERVE TREASURY_ ADDRESS, amount);
emit Mint (RESERVE_TREASURY_ ADDRESS, amount, index);

Listing 3.15:  AToken.sol

RE XN R EEHIT R EAFIAF BAE 65 5 merge FHIES -
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Public

3.11 updatelnterestRates() 7£ DebtToken (2% Hij 1 B i) 5 8T

e |D: PVE-011 L] E*/T? LendingPoolCollateralManager
o PEME: EfE e K5/ Business Logic [11]
o HIHEVE: W o CWE F2: CWE-841 [§]

o NS

EpuN

LendingPool & AVHRML T — A2 O R A fE BT F 28 B, H3E deposit(), withdraw(), borrow(),
repay (), flashloan() 5§ - N T FEHUTE MELOEEL, Aave V2 £ validationLogic HFAHN H4E
UE R B IE X LeAZ O R BT 25 € 580, T validateDeposit (), validateWithdraw(), validateBorrow
O, validateRepay(), validateFlashloan() % o 58 B % [NJE, TEB ML O RETHITIITE #1E
G — M E HIFA:

o F—F: BRARIAENSHEANH AR - IR = BRRSAREN S AT BT BRI 5%
, o FHIENR -

o HTW HEEFEERE, DERRMENOEST st (B REE) |
Ft— DT R R TSR BETE RFREOT T & S T TIRAT L
H .

o H=UR HTOR, BR [T TURMAT R, FIREFREERH RO & e RE, B
ATE AT RENS PR BT P i N BAR i S 4 o BRI BE 2 SRS T BB S L BT H P RO
E%W*E%EQ’T—EFE © ﬁ%{ﬁm%&i@ﬂ?ﬁﬂ ATokens ~ StableDebtTokens EZ VariableDebtTokens o

o FHIUD: MT LATHFRESENES &L EZMN, MSEME TN R HRHIIAR, £
RN REEAM R, DIERITRFE -

° %ﬁﬁ ﬁﬁ@ﬂﬁ check-effects-interactions *%J—ZE, ﬁ%%ﬂlﬁ%%ﬁ&”ﬁo

Aave V2 SIS I EZ — A TR . AP RREEFEA - RENE S S
B, AP SUWEIMENEER AToken, DUERGFEARIBI T SN TTFLE o 2 P FF L g
HCELSTEE, PSRN R Y DebtTokens (FRIBEFEZAINE, F LI stableDebtTokens
B{ VariableDebtTokens) FfUFEMiSGL T, HHA—PIHRFESHE . LR FIITFEIEREF -
AT TR, ZEJL AU, updateInterestRates() (FFHRIY)7E BB 5 F F HH SR B O R AL
| (PB=) ZEMEHIT. AT, BATE TEER TAEEH P EEIE K
liquidationCa1l() HIRAEF B« ELARUL, updateInterestRates) (5522717) BfEF RS HEH

(%6 234 — 251 17) ZEIHUTHI - XFIRFAMOBIT R BES SEOT R HERAFIZ, 3 DUEK
)b laeiivu aua gy
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Public

224 //update the principal reserve

225 principalReserve.updateState();

227 principalReserve.updatelnterestRates(

228 principal ,

229 principalReserve.aTokenAddress,

230 vars.actualAmountToliquidate ,

231 0

232 )

234 if (vars.userVariableDebt >= vars.actualAmountToliquidate) {

235 IVariableDebtToken (principalReserve.variableDebtTokenAddress).burn(
236 user ,

237 vars.actualAmountToLiquidate ,

238 principalReserve.variableBorrowlndex

239 )

240 } else {

241 IVariableDebtToken(principalReserve.variableDebtTokenAddress).burn(
242 user ,

243 vars.userVariableDebt ,

244 principalReserve.variableBorrowlndex

245 )

247 IStableDebtToken(principalReserve.stableDebtTokenAddress).burn(
248 user ,

249 vars.actualAmountTolLiquidate.sub(vars.userVariableDebt)

250 )

251 }

Listing 3.16: LendingPoolCollateralManager. sol

ﬁﬁﬁ& * updateInterestRates () %D{jﬁiﬁﬁm/xﬁ’f{EPéﬁﬁj—‘/l\EﬁﬁEg;%% o LIRS A Bt
IERBEE 70 T -

224 //update the principal reserve

225 principalReserve .updateState () ;

227 if (vars.userVariableDebt >= vars.actualAmountToliquidate) {

228 IVariableDebtToken (principalReserve.variableDebtTokenAddress).burn(
229 user ,

230 vars.actualAmountTolLiquidate ,

231 principalReserve.variableBorrowlndex

232 )

233 } else {

234 IVariableDebtToken(principalReserve.variableDebtTokenAddress).burn(
235 user ,

236 vars.userVariableDebt ,

237 principalReserve.variableBorrowlndex

238 ) g

240 IStableDebtToken(principalReserve.stableDebtTokenAddress).burn(

241 user ,
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455
456
457
458
459
460
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463

465

467
468

Public

vars.actualAmountToliquidate.sub(vars.userVariableDebt)
)
¥

principalReserve . updatelnterestRates(
principal ,
principalReserve .aTokenAddress,
vars.actualAmountTolLiquidate ,
0

)

Listi ng 3.17: LendingPoolCollateralManager. sol

RE XN FREEHTT X BN BAE 88 5 merge FHIES -

3.12 updatelnterestRates() 7£ AToken 5 37 )5 118 )5 5T

e |D: PVE-012 ° E*/T—\ LendingPoolCollateralManager
o JPEME: EfE e KJl: Business Logic [11]
o FIREME: & e CWE T3 CWE-841 [8]

o N J]: H

ik

W% 3.11 TR, LendingPool A LIRME T —LERZ LKA, METIH VIR HIIGE - R —T
i, BALEEE T —DE TGS L R R Z B 752 RYOR R R AR 72K
T, BATRE D RRRIT R, HRE S — R, % RRE R R A aToken 2L
IR FPATEIRER . BRI, HHPAEMAEASEH#ES N, APEELT (f
AToken HIFFHEMNK) FEMIEM R - [N, FATHELEFIET POHITIF, IEERITHE
TS AR . TR, BATE NHBER T svapliquiaity ) BRECHIIUHE A BL -

function swapliquidity (
address receiverAddress ,
address fromAsset,
address toAsset ,
uint256 amountToSwap,
bytes calldata params
) external returns (uint256, string memory) {
Reservelogic.ReserveData storage fromReserve = reserves[fromAsset];
Reservelogic.ReserveData storage toReserve = reserves[toAsset];

SwapliquidityLocalVars memory vars;

(vars.errorCode, vars.errorMsg) = ValidationLogic.validateSwapLiquidity (
fromReserve ,
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Public

toReserve ,

fromAsset ,
toAsset
)
if (Errors.CollateralManagerErrors(vars.errorCode) != Errors.CollateralManagerErrors
NO_ERROR) {

return (vars.errorCode, vars.errorMsg);

vars.fromReserveAToken = IAToken(fromReserve.aTokenAddress);
vars.toReserveAToken = |IAToken(toReserve.aTokenAddress);

fromReserve.updateState () ;
toReserve.updateState();

if (vars.fromReserveAToken.balanceOf(msg.sender) = amountToSwap) {
_usersConfig[msg.sender].setUsingAsCollateral(fromReserve.id, false);

¥

fromReserve.updatelnterestRates (fromAsset, address(vars.fromReserveAToken), 0,
amountToSwap) ;

vars.fromReserveAToken . burn (
msg . sender ,
receiverAddress ,
amountToSwap,
fromReserve . liquiditylndex
)
// Notifies the receiver to proceed, sending as param the underlying already
transferred
ISwapAdapter(receiverAddress).executeOperation (
fromAsset ,
toAsset ,
amountToSwap,
address(this),

params

)

vars.amountToReceive = IERC20(toAsset).balanceOf(receiverAddress);
if (vars.amountToReceive = 0) {
IERC20(toAsset).transferFrom(
receiverAddress ,
address(vars.toReserveAToken),
vars.amountToReceive

if (vars.toReserveAToken.balanceOf(msg.sender) =— 0) {
__usersConfig[msg.sender]. setUsingAsCollateral (toReserve.id, true);

}

vars .toReserveAToken.mint(msg.sender, vars.amountToReceive, toReserve.
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liquiditylndex);
toReserve.updatelnterestRates (
toAsset ,
address(vars.toReserveAToken),
vars.amountToReceive ,

0

Listi ng 3.18: LendingPoolCollateralManager. sol

WRFAT R toReserve.updateInterestRates () (%5 518 — 523 1T) , 7E tohsset HHIE AFHR
O 2 B AIAE R ) ATokens BUBFIE T, FIRMAE LM EFT | o #A)IEVL, anountToReceive i
WE TR, SEOHEHEE NSRS 1%, B 2 « toReceiveAmount - FItt, iXFiHHE
Tt & S AR EHRIIEO T, DEDRIRNTRLE AU A28 FH P

WEAE F updateInterestRates() F AToken I{UZE [AZEIF — N IERFRIINY - EIRACHS A B
A — DRI SN T FR

function swapliquidity (
address receiverAddress ,
address fromAsset ,
address toAsset ,
uint256 amountToSwap,
bytes calldata params
) external returns (uint256, string memory) {
ReservelLogic.ReserveData storage fromReserve = reserves|[fromAsset];
ReservelLogic.ReserveData storage toReserve = reserves|[toAsset];

SwapliquidityLocalVars memory vars;
(vars.errorCode, vars.errorMsg) = ValidationLogic.validateSwapLiquidity (

fromReserve ,
toReserve ,

fromAsset ,
toAsset
)
if (Errors.CollateralManagerErrors(vars.errorCode) != Errors.CollateralManagerErrors
.NO_ERROR) {
return (vars.errorCode, vars.errorMsg);
¥
vars.fromReserveAToken = IAToken(fromReserve.aTokenAddress);
vars.toReserveAToken = |AToken(toReserve.aTokenAddress);

fromReserve . updateState () ;
toReserve.updateState();
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Public

if (vars.fromReserveAToken.balanceOf(msg.sender) = amountToSwap) {
_usersConfig[msg.sender].setUsingAsCollateral (fromReserve.id, false);

}

fromReserve. updatelnterestRates(fromAsset, address(vars.fromReserveAToken), 0,
amountToSwap) ;

vars . fromReserveAToken . burn (
msg . sender ,
receiverAddress ,
amountToSwap,
fromReserve. liquiditylndex
)i
// Notifies the receiver to proceed, sending as param the underlying already
transferred
ISwapAdapter(receiverAddress).executeOperation (
fromAsset ,
toAsset ,
amountToSwap,
address(this),

params

vars.amountToReceive = |IERC20(toAsset).balanceOf(receiverAddress);
if (vars.amountToReceive != 0) {
toReserve.updatelnterestRates (
toAsset ,
address(vars.toReserveAToken),
vars.amountToReceive ,
0
DE
IERC20(toAsset).transferFrom (
receiverAddress ,
address(vars.toReserveAToken),
vars.amountToReceive

if (vars.toReserveAToken.balanceOf(msg.sender) = 0) {
_usersConfig[msg.sender].setUsingAsCollateral (toReserve.id, true);

}

vars.toReserveAToken. mint (msg.sender, vars.amountToReceive, toReserve.
liquiditylndex);

Listi ng 3.19: LendingPoolCollateralManager. sol

RE XN LT A BIAFIAH BAE 7 5 merge HH#IES o # H transferFrom() #
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Public

ERE| T EMER LG -

7

3.13 I SUEAISE LA —3

e |D: PVE-013 o E*/T? Multiple Contracts

o PEM: % e KJl: Coding Practices [10]
o FIHEME: N/A o CWE F2: CWE-1041 3]
o SN TI: N/A

ik

H RS VERERAE Solidity A, XAEEFIAEIT P R T AL ENER . —LF)+

A LATE LendingPool: : rebalanceStableBorrowRate () 4 359 1T, StableDebtToken: :_calculateBalancelncrease
O HJ 211 ’/f?, i LendingPoolCollateralManager: :repayWithCollateral () HJ 301 ﬁﬁP%};’iﬁZ@J o LA
rebalanceStableBorrowRate ) A1, Fil [ AR AR R, R ST ENMERN R AT H TR ER

K, APPRENBRANSWENFE - (B2, HITH (55 394 — 399 17) $EH T usageRatio

F currentLiquidityRate T RSN IER, HEHFPRRENERBTLX -

/ **
* Q@dev rebalances the stable interest rate of a user if current liquidity rate > user
stable rate.
* this is regulated by Aave to ensure that the protocol is not abused, and the user
is paying a fair
* rate. Anyone can call this function.
* Q@param asset the address of the reserve
* Q@param user the address of the user to be rebalanced
* % /

function rebalanceStableBorrowRate(address asset, address user) external override {
__whenNotPaused () ;
Reservelogic.ReserveData storage reserve = _reserves[asset];

IERC20 stableDebtToken = IERC20(reserve.stableDebtTokenAddress)
IERC20 variableDebtToken = IERC20(reserve.variableDebtTokenAddress);
address aTokenAddress = reserve.aTokenAddress;

uint256 stableBorrowBalance = IERC20(stableDebtToken).balanceOf(user);

//if the utilization rate is below 95%, no rebalances are needed
uint256 totalBorrows = stableDebtToken.totalSupply().add(variableDebtToken .
totalSupply ()).wadToRay();
uint256 availableLiquidity = IERC20(asset).balanceOf(aTokenAddress).wadToRay();
uint256 usageRatio = totalBorrows = 0
70
totalBorrows.rayDiv(availableLiquidity .add(totalBorrows));
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Public

//if the liquidity rate is below REBALANCE_UP_THRESHOLD of the max variable APR at
95% usage,

//then we allow rebalancing of the stable rate positions.

uint256 currentLiquidityRate = reserve.currentLiquidityRate;
uint256 maxVariableBorrowRate = IReservelnterestRateStrategy (
reserve

.interestRateStrategyAddress
.getMaxVariableBorrowRate () ;
require (
usageRatio >= REBALANCE UP_USAGE_ RATIO THRESHOLD &&
currentLiquidityRate <=

maxVariableBorrowRate . percentMul (REBALANCE _UP_LIQUIDITY RATE THRESHOLD) ,
Errors .INTEREST RATE REBALANCE CONDITIONS NOT MET

)i

reserve .updateState();

IStableDebtToken (address(stableDebtToken)).burn(user, stableBorrowBalance);

IStableDebtToken (address(stableDebtToken)).mint(user, stableBorrowBalance, reserve.
currentStableBorrowRate);

reserve.updatelnterestRates(asset, aTokenAddress, 0, 0);

emit RebalanceStableBorrowRate (asset, user);

Listing 3.20: LendingPool.sol

HEFTTE PRI (B ICHEER) AU SR — 2t -
RE X EEEHTT X BN BAE 87 5 merge FHIES

3.14 BERARGUEH RIS

i

ID: PVE-014 ) E*/]—“\ GenericLogic
FrEM: 5% e K5l Coding Practices [10]
AIREME: N/A e CWE ¥ CWE-563 [6]

7T N/A

%

Aave V2 RIFHFIH T —L5| &%), U1 ERC20~ SafeERC20~ SafeMath-~ VersionedInitializable Al
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Public

Ownable, l«)ﬁ@ﬁ%ﬁﬁﬂéﬂéﬂﬁﬁ% ° WJZID, @J E_ﬁ\ﬁj‘?ﬂ:, LendingPool %‘ﬁ%é\é’\] E‘?%—‘%)\Ti//'\
TAGIHESN . R, TATHEFHPES T RERFEHAE, S EENLERNTIR, T
XL e Al A2 MIBRAT - Fltn, WRBAUFHRE cenericlogic G, AMHE 1 CE
AHIWH & : HEALTH_FACTOR_CRITICAL_THRESHOLD - X/~ & WINE— MEFMIINEEE T -

library GenericlLogic {
using ReservelLogic for Reservelogic.ReserveData;
using SafeMath for uint256;
using WadRayMath for uint256;
using PercentageMath for uint256;
using ReserveConfiguration for ReserveConfiguration.Map;

using UserConfiguration for UserConfiguration .Map;

uint256 public constant HEALTH FACTOR LIQUIDATION THRESHOLD = 1 ether;
uint256 public constant HEALTH FACTOR_ CRITICAL THRESHOLD = 0.98 ether;

Listing 3.21: GenericLogic. sol

%JHZZ&]\, ﬁﬁl@%fﬁiﬁ LendingPoolAddressesProvider qjﬂi?ﬂﬁiﬁﬁ E@ﬁ% ﬁ%ﬁ%ﬁjﬁf
DI FZ % - 145 WALLET_BALANCE_PROVIDER, LENDING_POOL_CORE, LENDING_POOL_FLASHLOAN_PROVIDER, £l
DATA_PROVIDER o

WENE BEBBRAREANENEE -
WA XA 2 S & BN BAE 87 5 merge FHIEE -

3.15 JEiIX LendingPool HIFH] (allowance) , EEETEAM
AL ] B iE B A BT IR

e ID: PVE-015 e H R LendingPoolCollateralManager,
o JUEME: UE LendingPool

o FIREME: & e KJl: Business Logic [11]

o UM 5 e CWE ¥ CWE-841 [8]

R

£ LendingPool FEMMIFIEROIIAEF , WHELTE — MBI, EATFHERERS)
MM s e, RERP TSGR EASNOAERR « AT F, FHRE—15
N R G DREAR SR A RIRE - N SIThRERSGEE T RIIHIRRA,  fOVFAE Aave V2 A B IA AL BE
(i i 2 AR ok B L LT AE R B AXES)  « oh, B TeaEM AL T AT TRE, LU SRTER]
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Public

_4/\E[

Xy

ju

o

FOREIEE DT - O TIRAIUEI, AT THE RIS TIZZhBEH A Y flashloan ) HIFURS A

function flashLoan(

ad
ad

dress receiverAddress ,
dress asset ,

uint256 amount,
uint256 mode,

bytes calldata params,
uintle referralCode

) ex

ternal override {

__whenNotPaused () ;

Re

servelLogic.ReserveData storage reserve = _reserves[asset];

FlashLoanLocalVars memory vars;

va

va

Va

Re

va

rs.aTokenAddress = reserve.aTokenAddress;

rs.premium = amount.mul (FLASHLOAN PREMIUM TOTAL) . div (10000);
lidationLogic.validateFlashloan (mode, vars.premium);
servelLogic.InterestRateMode debtMode = Reservelogic.InterestRateMode (mode) ;

rs.receiver = |FlashLoanReceiver(receiverAddress);

//transfer funds to the receiver

IAToken(vars.aTokenAddress).transferUnderlyingTo(receiverAddress , amount);

//execute action of the receiver

va

va

if

rs.receiver.executeOperation(asset, amount, vars.premium, params);
rs.amountPlusPremium = amount.add(vars.premium);

(debtMode = Reservelogic.InterestRateMode .NONE) {

IERC20( asset).transferFrom(receiverAddress , vars.aTokenAddress, vars.

amountPlusPremium) ;

reserve .updateState();

reserve.cumulateToLiquiditylndex (IERC20(vars.aTokenAddress).totalSupply (), vars.
premium) ;

reserve.updatelnterestRates(asset, vars.aTokenAddress, vars.premium, 0);

emit FlashLoan(receiverAddress , asset, amount, vars.premium, referralCode);

} else {

// If the transfer didn’t succeed, the receiver either didn’t return the funds, or

didn’t approve the transfer.
executeBorrow (
ExecuteBorrowParams(

asset ,

msg . sender ,

msg . sender ,

vars .amountPlusPremium ,
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mode
vars.aTokenAddress ,
referralCode ,

false

Listing 3.22: LendingPool.sol

XN RFIR B R A L — R R B T USRI T A B BRI RE - B E SR BT e R AR TR E R
7\5, ?ﬁﬁlﬁﬁﬁ?gﬁﬁ/‘]fiﬁz <execute0peration — ﬁé’; 573 ﬁ?) s %‘F%N\%Wﬁ%@*ﬁﬁﬂmﬂ
BEAFMAER . IR, BATH TR, QR ZHI7 LendingPool FHAE | FLLVFA]

(allowance) , LAPHATRESHINAIERICEM AR &ML . BERN, WibEdEE
TEEMFPAERN receiveraddress ZHUGF L —ENH T, 4 flashloan()) HIHITEIEIXE D
E?Fﬁ: Eﬁ%#ykﬁ%ﬁﬁ%’ﬁﬁ%ﬂ receiverAddress J:, iﬁjﬁﬁ receiver J:El/‘] executeOperation(), ﬁ?}a
B receiver LRIEHUIN EALE (AKTARFIITHTREH) HBEFEEHT . HEE, XENBK
H A receiveraddress KHLH], {HZ receiveraddress I | 5ZZE N M KXAIFE - [F
FERI IR & T A7 R &L, R swapLiquidity () il repayWithCollateral() o XA LA
HEEBICSZ M A RS B EH RN & - FIR, FAIFZIREINZ,  executeOperation()
3{%@?@%!3’:] receiverAddress L%&Uﬂﬂq ° %1%%%4%%—:%1% receiverAddress Eﬁii%—ﬁ\é\é’\]%ﬁ%
FRUT PR, FIRSGE FE A TET SRR E - A, HaimE e
ﬁgﬁ_‘/l\@ﬁ@ﬁ, EU)U‘E# executeOperation() 1}%%2%2;@&’??%%%&@@20 2

WEFTTIE BRI R 0 R B, DL SRS S B3l transterFrom() P - b
91\, E?ﬁgﬁmﬂ'ﬂiﬁﬁﬁf DAY iIE executeOperation() lﬁﬁﬁ, U\@)ﬁi%i@%lﬁ]ﬁﬁﬂﬂ’ﬂ{ﬁfr (ﬁﬂ%ﬁ
Mg -

RE XM ELPIT LB ATIAHF HAE 86 5 merge HHWIER - BT X AW

=i swapLiquidity() A repayWithCollateral() %ﬁ%l@%o

3.16 validateWithdraw() ]t ik 5538 5

e |D: PVE-016 o E*/]? ValidationLogic
o JREME: PIE e KJl: Business Logic [11]
o HIfEME: A o CWE F2: CWE-841 [§]

o UM T H

2=l PFLEAE InstaDApp O FIRFERLEL, — DITHINTS M T 1L DeFi FIFHOFK -
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Public

i3

Aave V2 535 F 18 5 8 FF 7F vValidationLogic & 2, LLfAIf LendingPool HF 4% FHZ.0rTh
RERIVLAE - BARRUL, N T HEHITE N ZOEE (W deposit(), withdraw(), borrow(),

repay(), Hl flashloan()) , FEft T AR AVSUE PR %L, E45 validationLogic ~ validateDeposit ()

~ validateWithdraw() ~ validateBorrow() ~ validateRepay() ~ validateFlashloan() o TESHT validatewithdraw
O MEIEZ RS, FATERE — R, BE 7R S BRI A2 S SR 3 S 3 &

2 o

VEX:
* Q@dev validates a withdraw action.
* @param reserveAddress the address of the reserve
* Q@param amount the amount to be withdrawn
* @param userBalance the balance of the user
*/
function validateWithdraw (
address reserveAddress ,
uint256 amount,
uint256 userBalance,
mapping(address => Reservelogic.ReserveData) storage reservesData,
UserConfiguration.Map storage userConfig,
address [] calldata reserves,
address oracle
) external view {
require (amount > 0, Errors AMOUNT NOT_ GREATER THAN 0);

require (amount <= userBalance, Errors . NOT_ ENOUGH AVAILABLE USER BALANCE) ;

require (
GenericlLogic.balanceDecreaseAllowed (
reserveAddress ,
msg . sender ,
userBalance ,
reservesData ,
userConfig ,
reserves ,
oracle
D
Errors . TRANSFER NOT_ALLOWED
)3
}

Listing 3.23:  ValidationLogic . sol

ATV, FATE LR T validatewitndraw() FIFHD R B o X1 BRAUHHER 15 20 4 400
q{é?f—/l\/a\ﬁﬂ/‘]?ﬁsw, Eﬂ (0, user Balance], ﬁ%)ﬁ%%ﬁﬁ%ﬁ:éﬁ GenericLogic.balanceDecreaseAllowed
O R, RIEIHRZ useralance ¥¢ AT, TNANEHSEFRAE R EHIRILIEX MR I &K
ERUE TP -

HEFFTTHE BEL validatewithdraw () 1B, & H AT LU IE A E 3 0T A2 = ARk
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HATIER RIS -
WA XA AE EEW I & HIAFEIAH B1E 69 5 merge HHEE -
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Public

3.17 HEHRSIKBE T Pl (event) K

e |ID: PVE-017 e HFR: LendingPoolConfigurator
o MHEVE: % e KJl: Time and State [9]
o AIHEME: N/A e CWE ¥ CWE-362 [5]

o S TI: N/A

B

®

FEREBEAAETH, BEXHFEMS (event) Z—1MEEME D, FHNENTATAT LA 2
REENRNBITIAT Y, T B AT DU A s PR e 24T O LU (88 N 204« IEIRYE 3.8

e
THRER, BEHTUEREZS R A . — MEIREE IR S RS0 E RIS EE E S
Bf o BATRE T Aave V2 X RGTERESER S FE, HEFEEDISHE EFHRKA getter/setter K
#E B LendingPoolConfigurator TSEHN o 78 N ICHT, FA141125 T JLINTE Aave V2 I RE LI
RFEMHE.

/* *

* @dev emitted when borrowing is enabled on a reserve

* @param asset the address of the reserve

* Q@param stableRateEnabled true if stable rate borrowing is enabled, false otherwise
* %/

event BorrowingEnabledOnReserve(address asset, bool stableRateEnabled);

VEX:

* @dev emitted when borrowing is disabled on a reserve
* Q@param asset the address of the reserve

* %/

event BorrowingDisabledOnReserve(address indexed asset);

Listing 3.24: LendingPoolConfigurator. sol

FATHERE], BorrowingEnabledonReserve X M EHEMIXHRIIH™FE - HIER, B4 H
W BEAEERCR R A — D EM (vopic) , XD EMEHF HEFARNES CRHT keccakss
WA REIE) MESHEIER (winvose, T EE) Bl FMERIIPWEEFEEI N —1
BOMOER . MR- SEREHRT], IRRECRKERERE (MAR— P 8MmpE
) W BB EE 2WER, EEESEION T8, RFEWRS . &
E - % /E\iﬂij; $ 'ﬁ: & §E XTJ‘ {ﬁ‘_’: F {_ﬁ /%»ﬁ’/ﬁ‘ /'jﬁéi % I , @ fl% ReserveBaseltvChanged, ReserveFactorChanged,
ReserveliquidationThresholdChanged, ReservelLiquidationBonusChanged, ReserveDecimalsChanged,
ReservelnterestRateStrategyChanged, ATokenUpgraded, StableDebtTokenUpgraded, il
VariableDebtTokenUpgraded

XTI B RS, SHERHEERIMCARTIN -
RE XN FR T XA BAE 112 5 merge HHIES -
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Public

3.18 _ updatelndexes() HHIPEREIAL,

e ID: PVE-018 e HFR: ReserveLogic
o EME: KB e Kjl: Coding Practices [10]
o AHEME: 1K e CWE F3&: CWE-1041 [3]

N7 AR

TR

7E Aave V2 /1, fEF/TRBNMEFEETE T B RIS AR T A B E R HEER - JEHE
T ERIEERIREREFEANT - HR, MRAVHB) K AL updateIndexes() 7 LendingPool H!
P EE— OB RER AT R, T EFIIGEE A ARSI Z fi, R AU R T I
1 (311 THAPET) o Ei, ATFESSPREXIN B EEL, U HESIT - T/
SITREA, BB DAL S, AT UE LGN B R AL S TR, ]
£ NHE/RT updateState() FICHE A BL -

VEX
* @dev Updates the liquidity cumulative index Ci and variable borrow cumulative index
Bvc. Refer to the whitepaper for
* a formal specification.
* Q@param reserve the reserve object
* % /
function updateState(ReserveData storage reserve) external {
address variableDebtToken = reserve.variableDebtTokenAddress;
uint256 previousVariableBorrowlndex = reserve.variableBorrowlndex;
uint256 previousLiquiditylndex = reserve.liquiditylndex;

(uint256 newliquiditylndex , uint256 newVariableBorrowlndex) = updatelndexes(
reserve ,
variableDebtToken ,
previousLiquiditylndex ,
previousVariableBorrowlndex

)

_mintToTreasury (
reserve ,
variableDebtToken ,
previousVariableBorrowlndex ,
newLiquiditylndex ,

newVariableBorrowlndex

Listing 3.25: ReserveLogic. sol

ZREE A EEZR IR B R E 4L _updatelndexes O HEATLPRAGTEACE
%ﬁ, ﬁ‘ﬁ’%:/\m'ﬁfﬁ%ﬁ%%ﬁi <% 3.20 jﬁ) ° W%B@ﬁﬁﬁﬁi‘&ﬁ‘ﬁ currentLiquidityRate %D
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Public

cumulatedLiquidityInterest Q\E%ﬁ liquidityIndex (% 390 ’/ﬁ‘> ° JH:&}, Eﬂjﬂﬂ variableBorrowIndex
E@E%ﬁﬁﬁ?%ﬁﬁﬂ@ cumulatedVariableBorrowInterest </§€ 401 ﬁ‘) o

361 /%%

362 * @dev updates the reserve indexes and the timestamp of the update

363 * @param reserve the reserve reserve to be updated

364 * @param variableDebtToken the debt token address

365 * Q@param liquidityIndex the last stored liquidity index

366 * @param variableBorrowIndex the last stored variable borrow index

367 ** /

368 function updatelndexes(

369 ReserveData storage reserve,

370 address variableDebtToken ,

371 uint256 liquiditylndex ,

372 uint256 variableBorrowlndex

373 ) internal returns (uint256, uint256) {

374 uint40 timestamp = reserve.lastUpdateTimestamp;

375

376 uint256 currentLiquidityRate = reserve.currentLiquidityRate;

377

378 uint256 newliquiditylndex = liquiditylndex;

379 uint256 newVariableBorrowlndex = variableBorrowlndex;

380

381 //only cumulating if there is any income being produced

382 if (currentLiquidityRate > 0) {

383 uint256 cumulatedLiquiditylnterest = MathUtils.calculatelinearlnterest(

384 currentLiquidityRate ,

385 timestamp

386 )

387 newLiquiditylndex = cumulatedLiquiditylnterest.rayMul(liquiditylndex);

388 require(newliquiditylndex < (1 << 128), Errors.LIQUIDITY INDEX OVERFLOW) ;

389

390 reserve . liquiditylndex = uintl28(newliquiditylndex);

391

392 //as the liquidity rate might come only from stable rate loans, we need to ensure

393 //that there is actual variable debt before accumulating

394 if (IERC20(variableDebtToken).totalSupply() > 0) {

395 uint256 cumulatedVariableBorrowlnterest = MathUtils. calculateCompoundedInterest (

396 reserve .currentVariableBorrowRate ,

397 timestamp

398 )

399 newVariableBorrowlndex = cumulatedVariableBorrowlnterest.rayMul(
variableBorrowlndex);

400 require (newVariableBorrowlndex < (1 << 128), Errors.
VARIABLE_ BORROW _INDEX OVERFLOW) ;

401 reserve.variableBorrowlndex = uint128(newVariableBorrowlndex);

402 3

403 }

404

405 //solium-disable -next-1line

406 reserve . lastUpdateTimestamp = uint40(block.timestamp);

407 return (newliquiditylndex , newVariableBorrowlndex);
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Public

408}
409 }

LiSting 3.26: Reservelogic. sol

newVariableBorrowIndex (55 399 17) AIITH R ZEHH KA variableDebtToken HJE LR & H
EER A S KA (55 394 — 402 1T) - IERC20(variableDebtToken) .totalSupply()>0 (55 394 47)
) SEEE MG EE 7] LLTEI{E N IERC20 (variableDebtToken) . scaledTotalSupply ()>0 « X NELTIE T Xf
fE 5% getReserveNormalizedVariableDebt (UNDERLYING_ASSERT) AT (variableDebtToken 1 2H
98 17) -

93 /%%

94 * @dev Returns the total supply of the variable debt token. Represents the total debt
accrued by the users

95 * Q@return the total supply

96 %/

97 function totalSupply() public virtual override view returns (uint256) {

98 return super.totalSupply().rayMul(POOL. getReserveNormalizedVariableDebt (
UNDERLYING ASSET) ) ;

99 3}

Listing 3.27:  VariableDebtToken.sol

?Eﬁji& oAt T Y _updateIndexes() IEZ?E:, b NI R O STEAN a| (ﬁzﬂﬂ—/l\]j\]%[gﬁ
), TR RRER gas LA -

RE XMW ELPTT ZBAFIAFF B 77 5 merge FHKIES -
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Public

3.19 #t¥} healthFactor FJ3%1%% FH 6l A — B 3

e |D: PVE-019 e HFR: GenericLogic, ValidationLogic
o UEME: KB e KJl: Business Logic [11]
o AIREME: 1K e CWE F3: CWE-837 [7]
o UM TT:
32

Aave V2 FME G ST E AT < ERHAZ B P RS R ARG SR . — 1 EEFER e FTiE
E’U@E@? (healthFactor> ) [:TW%@HEJF‘ E']ﬁ"‘lz %*Eﬁﬁéf&k %&/u\ E/]IE —/I\Eﬁ'%'
s S5k, EERREFREANRTIE E XSS — HEALTH_FACTOR_ABOVE_THRESHOLD

393 function validateRepayWithCollateral(

394 ReservelLogic.ReserveData storage collateralReserve ,

395 Reservelogic.ReserveData storage principalReserve ,

396 UserConfiguration.Map storage userConfig,

397 address user,

398 uint256 userHealthFactor ,

399 uint256 userStableDebt ,

400 uint256 userVariableDebt

401 ) internal view returns (uint256, string memory) {

402 if (

403 lcollateralReserve.configuration.getActive() || !principalReserve.configuration.
getActive ()

404 ) {

405 return (uint256 (Errors. CollateralManagerErrors .NO_ACTIVE_RESERVE) , Errors.
NO_ACTIVE_RESERVE) ;

406 }

407

408 if (

409 msg.sender != user && userHealthFactor >= GenericlLogic.
HEALTH FACTOR_LIQUIDATION THRESHOLD

410 ) {

411 return (

412 uint256 (Errors . CollateralManagerErrors .HEALTH FACTOR ABOVE THRESHOLD) ,

413 Errors .HEALTH_FACTOR NOT BELOW_THRESHOLD

414 )

415 3

416

417 }

Listing 3.28:  ValidationLogic . sol

FEAMHTEE NI R BRI PSSt FE R, FRATIVE S 2 2 2 Hij @ B[l %5 T HEALTH_FACTOR_ABOVE_THRESHOLD
B, 7ECEREE NSRBI FAEER - 2100+, validateRepayWithCollateral () PREOA N E
RE 2 BEFRAEY, T balanceDecreaseAllowed ) PRECA N EEE L EMEFRA] -
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Public

56 function balanceDecreaseAllowed (

b7 address asset ,

58 address user,

59 uint256 amount,

60 mapping(address => Reservelogic.ReserveData) storage reservesData,
61 UserConfiguration.Map calldata userConfig,

62 address [] calldata reserves,

63 address oracle

64 ) external view returns (bool) {

65 if (

66 luserConfig.isBorrowingAny ()

67 luserConfig.isUsingAsCollateral(reservesData[asset].id)

68 ) {

69 return true;

70 3

71

72 balanceDecreaseAllowedLocalVars memory vars;

73

74 (vars.ltv, , , vars.decimals) = reservesData[asset].configuration.getParams();
75

76 if (vars.ltv = 0) {

7 return true; //if reserve is not used as collateral, no reasons to block the

transfer

78 }

79

80 (

81 vars.collateralBalanceETH ,

82 vars .borrowBalanceETH ,

83 .

84 vars.currentLiquidationThreshold ,

85

86 ) = calculateUserAccountData(user, reservesData, userConfig, reserves, oracle);

87

88 if (vars.borrowBalanceETH = 0) {

89 return true; //no borrows - no reasons to block the transfer

90 }

91

92 vars.amountToDecreaseETH = IPriceOracleGetter(oracle).getAssetPrice(asset).mul(
amount) . div (

93 10x*xvars.decimals

94 E

95

96 vars.collateralBalancefterDecrease = vars.collateralBalanceETH .sub(vars.
amountToDecreaseETH) ;

97

98 //if there is a borrow, there can’t be 0 collateral

99 if (vars.collateralBalancefterDecrease = 0) {

100 return false;

101 }

102

103 vars.liquidationThresholdAfterDecrease = vars

104 .collateralBalanceETH
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106
107
108
109
110
111
112
113
114
115
116

309
310
311
312
313
314
315
316
317

Public

.mul(vars.currentLiquidationThreshold)
.sub(vars.amountToDecreaseETH.mul(vars.reservelLiquidationThreshold))
.div(vars.collateralBalancefterDecrease);
uint256 healthFactorAfterDecrease = calculateHealthFactorFromBalances(
vars.collateralBalancefterDecrease ,
vars.borrowBalanceETH ,
vars.liquidationThresholdAfterDecrease
)
return healthFactorAfterDecrease > GenericLogic .HEALTH FACTOR_LIQUIDATION THRESHOLD;
¥
Listing 3.29:  GenericLogic. sol
WEF 1L 4 healthFactor FSEfEIS 2 ORFF—3K
RE XA EEYIT L BN BAE 08 5 merge FHIES -
3.20 mintToTreasury() FAUERIH) previousStableDebt 115
e |D: PVE-020 [ ] E*ﬂ—*\ Reservelogic
o JREVE: FE e KJl: Business Logic [11]
o FIHEME: e CWE F2: CWE-837 [7]
o FHIT):
ik

IEARFESR 3.18 T AR BN, fE#K/IEh e BT B DU R B R T A B R 3 i R
F o ZER—"H, AT T M KA updateIndexes O AL, EHEMNEEMINIRE: B —1HH
VAR E AP R EL _updateIndexes O WEATSRFRAGTERCENT, MR — MNIHE RIS H &8 (G
_mintToTreasury()) o HIHIAJEGHUEFFHE D O L AR B TTHRS # & G ERLH] - XD &
BORT AT B TREZLHFE, B RRESE, A reserveFactor - FEMTITHE
F, BATERET BSOS BT 2R B B MR E RS TULRAFR - T 43
B, AT NHEER T AT ER nintToTreasury O ARG A B -

function mintToTreasury(
ReserveData storage reserve ,
address variableDebtToken ,
uint256 previousVariableBorrowlndex ,
uint256 newliquiditylndex ,
uint256 newVariableBorrowlndex

) internal {
MintToTreasurylLocalVars memory vars;
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Public

vars.reserveFactor = reserve.configuration.getReserveFactor();
if (vars.reserveFactor = 0) {
return;

//fetching the last scaled total variable debt
vars.scaledVariableDebt = |VariableDebtToken(variableDebtToken).scaledTotalSupply();

//fetching the principal, total stable debt and the avg stable rate
(
vars.principalStableDebt ,
vars.currentStableDebt ,
vars.avgStableRate ,
vars .stableSupplyUpdatedTimestamp
) = IStableDebtToken(reserve.stableDebtTokenAddress).getSupplyData();

//calculate the last principal variable debt
vars.previousVariableDebt = vars.scaledVariableDebt.rayMul(
previousVariableBorrowlndex);

//calculate the new total supply after accumulation of the index

vars.currentVariableDebt = vars.scaledVariableDebt.rayMul(newVariableBorrowlndex);

//calculate the stable debt until the last timestamp update
vars.cumulatedStablelnterest = MathUtils.calculateCompoundedinterest (
vars.avgStableRate ,
vars .stableSupplyUpdatedTimestamp

vars.previousStableDebt = vars.principalStableDebt.rayMul(vars.
cumulatedStablelnterest);

//debt accrued is the sum of the current debt minus the sum of the debt at the last
update
vars.totalDebtAccrued = vars
.currentVariableDebt
.add(vars.currentStableDebt)
.sub(vars.previousVariableDebt)
.sub(vars.previousStableDebt);

vars.amountToMint = vars.totalDebtAccrued.percentMul(vars.reserveFactor);

IAToken(reserve.aTokenAddress). mintToTreasury(vars.amountToMint, newliquiditylndex);

LiSting 3.30: Reservelogic. sol

ﬁ%fﬁ%a@%”,%\ﬂum currentVariableDeb - previousStableDebt f%‘tlj ° I?Z currentVariableDeb
OB B PR Ef SR m i getSupplyData() WAFRER - HE, previousStableDebt
HOR RIS 8 ) 20 B TS 8 A RO BT R, BRI R ER i B HORAY (58 342
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310
311
312
313
314
315

317

319

321
322
323

Public

— 347 1) - EITEEREFIR previousStableDebt SEJ FAR AL T A0 currentStableDebt — 1,
RIS E S HERAMBITE -

WX BEURE RS BRI B LU R IER 1085 it i &40 -
RE X EREEHTT KBTI BAE 99 5 merge FHIES

3.21 R PHE R K StableBorrowRate

e |ID: PVE-021 ° E*/]—? LendingPool
o TEME: T o K5l|: Business Logic [11]
o FIHEME: e CWE F2: CWE-837 [7]

o FMIS]:

R

Aave V2 HISEIE 5 — DU D RESE STHF AT A2 FIARE ROMEROR] 2 o AT 2R SO R R IR 37150
A, FTRERBRA RN (8 A =50 IRFETER) « mieE RN A &
SEXELHRIERIRONN o« IRT, FEBNASME & it B S — [ E HOFE E fEFOR R AR AL R JEH B %
), ZW R HE T RIZ P4 (rate-rebalancing) SCHF, DAGEIT T 5% RO BH A28 (b Bl i PR Bt
SR RIE AN . E—Fj@#’, BAIERT swapBorrowRateMode () AACHS B, Eﬁi%ﬁﬁ)ﬁﬁﬁfé
O] 28 BRI BRI A2 [RIFEAT D0 - BB RIBEIAE IR, EoERiEmA (P8 —) |
HIE R E RS (PERD) | RETHRIERKETRIR (PR=) | ZTRTERN
MZE (PRI | KEHTINEE (FEERE)  (PEL)

VEX:
* @dev borrowers can user this function to swap between stable and variable borrow
rate modes.

* Q@param asset the address of the reserve on which the user borrowed

* @param rateMode the rate mode that the user wants to swap

* %/

function swapBorrowRateMode(address asset, uint256 rateMode) external override {
__whenNotPaused () ;
Reservelogic.ReserveData storage reserve = _reserves[asset];

(uint256 stableDebt, uint256 variableDebt) = Helpers.getUserCurrentDebt(msg.sender,
reserve);

Reservelogic.InterestRateMode interestRateMode = Reservelogic.InterestRateMode(
rateMode) ;

ValidationLogic.validateSwapRateMode (
reserve ,

__usersConfig [msg.sender],
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stableDebt ,
variableDebt ,
interestRateMode

)
reserve.updateState();

if (interestRateMode == Reservelogic.InterestRateMode .STABLE) {
//burn stable rate tokens, mint variable rate tokens
IStableDebtToken(reserve.stableDebtTokenAddress).burn(msg.sender, stableDebt);
IVariableDebtToken (reserve .variableDebtTokenAddress).mint(
msg . sender ,
stableDebt ,
reserve .variableBorrowlndex
DE
} else {
//do the opposite
IVariableDebtToken (reserve.variableDebtTokenAddress).burn(
msg.sender ,
variableDebt ,
reserve .variableBorrowlndex
)
IStableDebtToken (reserve .stableDebtTokenAddress) . mint(
msg . sender ,
variableDebt ,
reserve.currentStableBorrowRate

reserve.updatelnterestRates(asset, reserve.aTokenAddress, 0, 0);

emit Swap(asset, msg.sender);

}

Listing 3.31: LendingPool.sol

?‘Zﬂ} E/‘jﬁj\jﬁi%% s JX/I\ swapBorrowRateMode () IZ@(HI DJ%?U Vq EEEZAF@EU E@%Elﬁfﬁ (sandwiching

attack) FRIFCMA, AT BE BT BOTE E B RN H BN AT BE AV B AR A 28 o TER, SO N Al 22
ARGV E M Ry, XSG REH . BARE, T HITEGE, SRR NAR
PLOETE KRG N Rt & fHEEE 0, REHA swapBorrowRateMode () #h
oA REE AN BRI, H F X BAKAY currentStableBorrowkate ( FI T 24 Hi i & H A
R 0) |, &G RHMRITENES « RO IEH AT LN 7 validateBorrow() 15850

maxStableLoanPercent E/(]H-Lﬁ—‘ °

WHETE BECEET swapBorrowRateMode () FIHATIZ 5, DABHAEE ARG I 25 & 5 FH & 1Y

RN, FHIEERZE -

RE XA EEHIT & BN - fREERRE, Aave BT IR FRDRME T 1X—
FR, R RERNR RS AL EFEES, FIERA SRS TS EL
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150
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160

161
162
163
164

Public

, REMBEFHERNFAK . FEEENRE, IMEENRAASRE VI FEE8FE, B
#/xﬁ?ﬁ KNS PR E AR o

3.22 #%idH LIQUIDATION CLOSE_FACTOR_PERCENT
PR 1

e |ID: PVE-022 o E*/]——\ LendingPoolCollateralManager
o FREVE: FE e 2&Jl: Business Logic [11]
o HIHEME: e CWE ¥ CWE-837 [7]
o M)
ik

Aave V2 E LT FZ ZGUERIMNESE. £ 3.19 T, BATHET —1M%8H
HEALTH_FACTOR_ABOVE_THRESHOLD FHJXIB&S%, T4 %Tﬁiﬁﬂ’ﬂ&ﬁ%.?ﬂ‘]lﬁﬂ@o FEARTH, A
BT A — D K25k, Bl LIQUIDATION_CLOSE_FACTOR_PERCENT » X1 X6 S %53E FH Tt 55L&~ 1%
Yﬁlﬁﬁj‘, F T Rl € liquidationCall() FIREEA S -

function liquidationCall(
address collateral ,
address principal ,
address user ,
uint256 purchaseAmount,
bool receiveAToken
) external returns (uint256, string memory) {

Reservelogic.ReserveData storage collateralReserve = reserves[collateral];
Reservelogic.ReserveData storage principalReserve = reserves[principal];
UserConfiguration .Map storage userConfig = usersConfig[user];

LiquidationCallLocalVars memory vars;

(., ., , vars.healthFactor) = GenericlLogic.calculateUserAccountData (
user ,
_reserves ,
_usersConfig[user],
__reserveslList ,
__addressesProvider. getPriceOracle ()

)

//if the user hasn’t borrowed the specific currency defined by asset, it cannot be
liquidated
(vars.userStableDebt, vars.userVariableDebt) = Helpers.getUserCurrentDebt(
user ,

principalReserve
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Public

(vars.errorCode, vars.errorMsg) = ValidationLogic.validateLiquidationCall(
collateralReserve ,
principalReserve ,
userConfig ,
vars. healthFactor ,
vars.userStableDebt ,
vars.userVariableDebt

)

if (Errors.CollateralManagerErrors(vars.errorCode) != Errors. CollateralManagerErrors
.NO_ERROR) {
return (vars.errorCode, vars.errorMsg);

¥

vars.collateralAtoken = IAToken(collateralReserve.aTokenAddress);
vars.userCollateralBalance = vars.collateralAtoken.balanceOf(user);

vars.maxPrincipalAmountToliquidate = vars.userStableDebt.add(vars.userVariableDebt).
percentMul (
LIQUIDATION CLOSE FACTOR_ PERCENT

vars.actualAmountToliquidate = purchaseAmount > vars.maxPrincipalAmountTolLiquidate

Listing 3.32: LendingPoolCollateralManager. sol

-E:Tﬁﬂ%l}‘ﬁ, HT Bk liquidationCall() mIEE R B, ﬁ%j{ﬁf{%ﬁﬁﬁ}‘l‘ﬁﬁ (userStableDebt

+userVariableDebt) * (LIQUIDATION_CLOSE_FACTOR_PERCENT) (%% 183 — 185 17) - #RTM, Il TthiE=
2B — 1A EE, BN repayWithCollateral(), BRI LIHREEFAMS LS, BHEE
HUTIXN RS S iXatiE a7 3T BRI —2.

WeFF /7 SRHIF R LIQUIDATION_CLOSE_FACTOR_PERCENT 31X R 554 X6 H ok FR 4l Al /& &

PN

RE XD ELPTT L BN B 86 5 merge FHKIES -
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5.1.11 Gas AEH) send PHH
o Mk BLIRTINET] gas A K send YR IS

5.1.12 f#H send T3k transfer
o fHiiA: BLEMLTEH T send MMIE transfer
o GER RRI
o MHRESE: P

5.1.13 JFH KETEEME
o A BYRLH — DI RIEIME, X2 Out-Of-Gas 5+
o LR RAM
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5.1.15 fd AT BT 22 &
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R

i
"
*

H
i
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5.1.17 FHBEFHE =
o TR BAEGEH THIEFR tx.origin RSLIMLEN

o GEE KL
o PEREE: f

5.2 EX—HMRA

o A EEBAE R G ST T
o LEE R L
o PERE: E

5.3 RSN

5.3.1 @RMEHATEFTFI
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5.3.2 HAmWR] LEY
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5.3.3  BHBTRTIHERT
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5.3.4 JUHGEST REE T
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